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IN-PERSON AT DUKE UNIVERSITY

Time Session Title
8:00 - 8:30 Check-In / Continental Breakfast
8:30 — 8:45 Introduction to the Industrial Security Certificate Program
8:45-10:00 Introduction to Operational Technology
10:00 -10:15 Break
10:15 -11:30 Threat Landscape and Impact on Operational Technology
11:30 - 13:00 Lunch
13:00 - 1415 Operational Technology-Specific Threats and Vulnerabilities
14:15 - 14:30 Break
14:30 - 15:45 Introduction to Enterprise Cybersecurity Operations
15:45 -16:00 Break
16:00- 17:00 Operational Technology Cybersecurity Frameworks and Regulation
17:00 - 18:00 Break
18:00 — 20:00 Dinner and Keynotes delivered by Rob Lee, Dragos

MONDAY MAY 26, 2025

Time Session Title
8:15 - 8:45 Check-In / Continental Breakfast
8:45-10:00 Operational Technology Policy
10:00 -10:15 Break
1075 - 1130 Operational Technology Continuity Planning, Diagnosis, and Needed
Infrastructure
11:30 - 13:00 Lunch
13:00 - 14:15 Operational Technology Governance and Oversight
14:15 - 14:30 Break
14:30 - 15:45 Managing Risk from Third-Party Vendors
TBD Final Examination




